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Daily Briefing
Leading maritime commerce since 1734

Tuesday October 13, 2020

China prepares to restore 
foreign crew repatriation

CHINA’S SHIPPING AGENCIES have been told to prepare for the 
resumption of foreign crew repatriation at domestic ports, but said the 
implementation is difficult without further government guidance.

The changeover of domestic crew has been largely reinstated in China, 
while the restriction remains in place for their foreign peers amid the 
coronavirus pandemic.

The China Association of Shipping Agencies and Non-Vessel-Operating 
Common Carriers (Casa) listed 10 Chinese ports set to lift the ban, 
citing a document issued by seven government departments led by the 
Ministry of Transport.

The ports are Dalian, Tianjin, Qingdao, Shanghai, Ningbo, Fuzhou, 
Xiamen, Guangzhou, Shenzhen and Haikou, the Beijing-based 
association said in a notification to its members and seen by Lloyd’s 
List.

“International shipping agencies should pay attention to the relevant 
government notices and carry out the operation strictly in accordance 
with the local virus-control requirements,” it said.

It quoted the government document saying that the qualified foreign 
crew must come from a vessel — which has sailed for 14 days or longer 
since it left the last overseas departure port — and must show their 
health records for the entire journey.

They also need to be tested negative by Chinese customs authorities 
before being allowed to disembark at a designated port, where point-
to-point transport must be arranged for the repatriation to avoid 
contact with the local communities.
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The transport ministry has been contacted for 
comment.

A “circuit breaker” mechanism will be introduced 
this time, Casa said.

The operation will be suspended for 15 days, if one 
shipping company has an accumulative total of five 
arriving foreign seafarers from its ocean-going 
vessels test positive at the Chinese ports.

An accumulation of 10 positive cases will lead to a 
30-day suspension, while exceeding that limit will
trigger a government investigation.

While Beijing’s latest efforts represent a welcome 
trend, local agencies said many details are still 
missing from the government instructions and that 
could stall the process of the crew changeover.

“The Casa notice only mentioned sign-off crew. How 
about the sign-on ones?” asked a manager from a 
Chinese manning agency.

“China has halted the issuance of new visa due to the 
coronavirus pandemic, so foreign crew cannot enter 
the country unless they’ve already had their visas,” 

he added. “We need to hear more from the 
immigration administration and other authorities.”

Flight arrangement is another big issue, among 
others.

With reduced international flights in China amid the 
pandemic, it is difficult to align the crew arrival time 
with the flight schedule, said another agency 
manager.

“But more importantly, some of the cities in Casa’s 
notice nowadays don’t even have flights destined for 
foreign countries anymore.”

Additionally, the recent virus outbreak in Qingdao, 
one of the listed ports, is likely to make local 
authorities in the country more cautious about 
easing the restrictions on foreign crew relief, he 
said.

As of October 11, the city reported 12 new cases, of 
which six are asymptomatic carriers, according to 
the municipal health commission. All these cases 
were said to be linked to the Qingdao Chest 
Hospital, which is partly responsible for treating 
imported coronavirus patients.

WHAT TO WATCH

IEA does not anticipate 
rapid drop in oil demand
GLOBAL oil demand may not plateau until the 
2030s if new decarbonisation policies are not 
adopted, according to the International Energy 
Agency.

It also forecasts global investments in the shipping 
of oil and gas over the next 20 years could reach 
almost $400bn, depending on the pace of economic 
recovery and decarbonisation progress.

Global energy demand is set to drop by 5% in 2020, 
while energy-related CO2 emissions will fall by 7% 
and energy investment by 18%, the IEA said in its 
2020 World Energy Outlook.

Despite the decline on the emissions and the 
anticipation that they will not grow rapidly, the IEA 
warned the world is not on track for global sustainable 
economic recovery and with the exception of the 
European Union, the UK and a few other countries, 
governments do not have the necessary plans in place.

“Only faster structural changes to the way we 
produce and consume energy can break the 
emissions trend for good,’’ said IEA executive 
director Fatih Birol.

“Governments have the capacity and the 
responsibility to take decisive actions to accelerate 
clean energy transitions and put the world on a path 
to reaching our climate goals, including net-zero 
emissions.”

The outlook document focuses primarily on 
projections to 2030 and includes four different 
future scenarios that depend on the containment of 
the coronavirus pandemic, global economic 
recovery and the deployment of new 
decarbonisation policies.

The two main IEA scenarios both take into 
consideration all the current decarbonisation targets 
and legislations.
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In the “stated policies scenario” the global economy 
recovers in 2021 due to faster control of the 
coronavirus. The “delayed recovery scenario” sees 
the pandemic lasting longer, as does the economic 
downturn, and the global economy regains its pre-
pandemic size in 2023.

The other two scenarios hinge on primarily on the 
deployment of more aggressive climate policies and 
clean energy investment investment.

The “sustainable development scenario” would see 
the world getting on track to achieve the Paris 
Agreement’s goals and decarbonising by 2070.

The “net zero emissions by 2050” scenario lays out 
the requirements for decarbonisation to happen by 
2050.

Under the stated policies scenario, global energy 
demand would regain its pre-crisis level in early 
2023. That happens in 2025 under the delayed 
scenario. In both, oil demand flattens out in the 
2030s, but the latter would mean 4m barrels per 
day less of oil.

Ultimately, the IEA said it is too early to foresee a 
rapid drop in oil demand without a “larger shift” in 
policies.

“Rising incomes in emerging markets and 
developing economies create strong underlying 
demand for mobility, offsetting reductions in oil 
use elsewhere. But transport fuels are no longer a 
reliable engine for growth,” it said.

Future oil use for longer-distance freight and 
shipping in particular will vary depending on the 
outlook for the global economy and international 
trade, the agency reported.

The latest forecast by the IEA comes as other major 
forecasts like BP’s have said that under a 
businesses as usual scenario oil demand will peak 
in 2025, while DNV GL has estimated that it 
already peaked in 2019.

Demand for coal, however, will not enjoy a similar 
revival to pre-coronavirus levels even under the 
IEA’s stated policies scenario. Coal’s share in the 
2040 global energy mix is projected to drop 20% 
for the first time since the Industrial Revolution, it 
said.
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Natural gas is forecast to fare better than the other 
main fossil fuel energy sources. But the exact growth 
levels of natural gas and their durability will depend 
heavily on how new climate policies develop and the 
IEA expects there to be increased “transparency” on 
methane, the greenhouse gas that is of increasing 
concern as energy consumption rises.

Nonetheless, under the stated policies scenario, 
natural gas demand could grow by 30% by 2040, 
powered by South and East Asia.

The growth of renewables is a prominent feature in 
all four scenarios, especially thanks to solar power.

“I see solar becoming the new king of the world’s 
electricity markets. Based on today’s policy settings, 
it is on track to set new records for deployment every 
year after 2022,” Mr Birol said.

The IEA earlier this year estimated that 
decarbonising the shipping sector will require 
another $6trn in investments over the next 50 years.

The latest outlook says sustainable biofuels and 
low-carbon hydrogen-based fuels will be central for 
shipping and aviation’s decarbonisation.

It also projects that under the stated policies 
scenario investments in the shipping of oil and gas 
between 2020 and 2040 will amount to $395bn. In 
the sustainable development scenario those 
investments are reduced to $304bn.

Demand for shipping oil looks set to fall by around 
7% in 2020. However, under the stated policies 
scenario it will grow slowly to 6m bpd in 2030, 
suggesting similar levels to current volumes.

“There is a marginal uptick in the use of high sulfur 
fuel oil over the next few years as more scrubbers 
are installed, but very low sulfur fuel oil remains the 
mainstay of marine fuels, with almost 50% market 
share in 2030,” the IEA said.

The share of liquefied natural gas as a shipping fuel 
will also grow to 5% by 2030, and biofuels and 
hydrogen combined will account for 2.5% of the 
marine fuel market composition.

“Oil demand growth could be lower if policies to 
scale up low-carbon fuels or efforts to shorten or 
localise supply chains are strengthened,” the IEA 
said.
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ANALYSIS

How prepared is shipping 
for the next cyber attack?
CYBER attacks on shipping are no longer an 
anomaly, writes Daniel Ng, chief executive of 
maritime security provider CyberOwl.

The four largest container lines have now all fallen 
victim after CMA CGM was targeted at the end of 
last month.

It has taken the French carrier nearly two weeks to 
restore its systems. It will take a while before we 
fully understand whether losses are as severe as the 
much publicised $300m of the Maersk attack.

This attack is creating fear and uncertainty among 
other shipping companies. And this is not helped by 
the speculation, misinformation and fear-mongering 
circulating.

So we thought we would provide some useful, 
practical guidance instead.

If you have not discussed the attack with your 
management team yet, you are probably about to. It 
is difficult to escape the news in the shipping and 
financial press.

Owners, shareholders and customers will want 
answers. And if you’re the chief information officer 
or IT manager, you’re probably one of the few staff 
who can provide some meaningful answers. So best 
prepare.

These are probably the questions you will get asked 
and how you can prepare your responses:

1. Are we vulnerable to a similar attack?
Unfortunately, the answer is likely to be yes. But how
likely will depend on what cyber security you have in
place. To understand the likelihood, we need to
explain a little bit about the attack.

Publicly available intelligence tells us that CMA 
CGM was hit with the RagnarLocker ransomware. If 
this is true, this is a targeted attack, not simply an 
opportunistic one. So firstly, the myth that shipping 
companies are not being targeted is simply not 
accurate.

Let’s explore some basics on RagnarLocker. The 
attackers who use it tend to follow a pattern of doing 

some reconnaissance to find out details of your 
organisation’s network before deploying the 
malware.

They also tend to steal confidential or embarrassing 
data to be used as extortion material, before sending 
demands for payment. This gives the gang two 
means of extracting financial gain — firstly ransom 
in return for decrypting the files on infected systems 
and secondly extortion in return for not releasing 
the data they have stolen.

The RagnarLocker malware itself can be delivered 
through various means (including embedded into 
files in a phishing email), but has most commonly 
been delivered through remote management 
systems, such as through Windows’ Remote 
Desktop Protocol. It tends to be deployed as a 
virtual machine and hidden in a relatively large file, 
which are techniques the attacker uses to evade 
detection.

So how likely would you have fallen victim to a 
similar attack? If you have a strong identity and 
access management system in place and strict 
processes for controlling remote access, it is possible 
you would have prevented delivery of the malware.

Actively reviewing your firewall logs, antivirus logs 
or rules-based intrusion detection systems for 
suspicious behaviour would have helped you detect 
the attack.

Anomalous behaviour monitoring of networks and 
endpoints is also likely to flag up the attacker’s 
reconnaissance, data theft and attempted virtual 
machine installation activity before the malware 
took hold.

Otherwise, put simply, you would have fallen victim 
too.

From our experience, most shipping organisations 
would have fallen victim to the same attack given 
the sector’s low level of cyber maturity. So it is more 
useful to shift the discussion to the impact should 
such an attack occur. This enables a meaningful 
discussion about how much cyber risk your 
management team is willing to live with or to what 
extent you should invest in risk mitigation.
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2. If a similar attack happened to us, how
bad would it be?
The fastest way to find an answer to this is to do two
things:

First, make a list of all the IT services that would 
critically impact the business if they went down for 
two weeks. A few things to think about:

Why two weeks? Because it would likely take you 
that long to recover minimum services.

Focus on the critical services. For example, it may be 
possible for manual processes to replace the 
functionality of onboard shipmanagement or 
financial management software for a couple of 
weeks. But customer service portals and 
shipmanagement software may be fundamental to 
generating revenue, delivering operations and 
preserving reputation with customers.

Consider how business continuity plans, including 
those that have been put in place to manage Covid-
19, help reduce any potential impact.

Second, make a list of all the key pieces of data that 
would really impact your business if they were 
released to the public. Consider sensitive customer, 
employee or supplier data, details about sensitive 
cargo or voyages and any commercial trade secrets 
or financial information.

If you are under pressure to provide quick answers, 
doing this exercise should give you an initial view of 
your exposure. In the longer term, a comprehensive 
cyber risk management approach is the only way to 
minimise exposure and maintain business 
continuity.

3. Are the systems on board our vessel also
vulnerable to a similar attack?
Vessel IT systems are vulnerable to RagnarLocker.
Remote access and management is increasingly in use,
but it is not common to find robust identity and access
controls. This allows the Ragnar Locker gang to exploit
their preferred delivery method of the malware.

For vessel operational technology systems, this 
depends. RagnarLocker targets Windows machines. 
There are critical onboard operational technology 
systems that incorporate Windows machines. For 
example, this is typical of bridge and cargo systems.

But the majority are Linux systems, so will not be 
impacted by RagnarLocker. To be clear, this does not 
make OT systems impervious to ransomware. See 
for example Lilocked or Tycoon ransomware that 

specifically target Linux machines, and Ekans and 
Megacortex that specifically target industrial control 
systems.

However, let us put this in perspective. The multi-
stage deployment of RagnarLocker takes some 
effort, particularly on vessel systems. So the 
attackers would need to be highly motivated to 
persist with attacking vessel systems. It is far easier 
for the criminals to reap financial gain by attacking 
your shoreside and cloud systems.

Finally, do not forget to consider the indirect impact 
on fleet operations as a result of shoreside IT system 
blackouts. For example, the functionality of onboard 
shipmanagement systems may be affected web-
based shipping Enterprise Resource Planning (ERP) 
system goes down.

4. What are flags and port states saying?
There hasn’t been any specific comments related to
the CMA CGM cyber attack from maritime agencies.
However, a few wider developments in the US are
worth noting:

The US Coast Guard has published several 
cybersecurity-specific Marine Safety Information 
Bulletins recently: warning of malicious email 
spoofing incidents, including impersonation of 
USCG email addresses on September 30; and calling 
for the urgent need to protect operational 
technologies in maritime systems on July 24.

US Treasury Department published an advisory on 
October 1 that companies involved in negotiations 
with ransomware extortionists could face steep fines 
from the US federal government, if the extortionists 
are under economic sanctions.

US Department of Energy’s Office of Cybersecurity, 
Energy Security and Emergency Response has 
announced an initiative to extend the cyber maturity 
assessment framework, currently used in the energy 
sector, for assessing maritime organisations 
transporting energy products.

Given the volume of cyber attacks on maritime 
organisations this year and as IMO 2021 approaches, 
we would expect more focus from authorities 
worldwide over the coming months.

5. Can our suppliers’ systems be affected and
then impact us?
Okay, your management team is probably not asking
this question — not many people consider supply
chain cyber risk. But this is a really important
dimension to consider.
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Look for supplier web-based systems that your 
operations rely on critically. These tend to be either 
cloud-delivered services or systems that depend 
critically on the availability of data integrations.

It is possible the IT team will not have awareness of 
some of these “shadow IT” applications if they were 
not directly involved in procuring or providing 
access to such systems.

Common supplier applications to consider that may 
be critical include (but aren’t limited to): ERP 
software, eCommerce web portal, cargo tracking 
portal, crew management software, 
shipmanagement software, procurement systems 
and vessel reporting systems.

Also, shipping operations still heavily rely on a 
brittle system of emails and Excel spreadsheets, 
making mail servers and document management 
systems critical.

6. What do we need to do to reduce the risk?
In some ways this is your hardest question if you are
unprepared.

You have a choice. One option is to take limited, 
specific actions solely to defend against 
RagnarLocker. This will provide temporary comfort 
by preventing attacks using similar techniques 
without significant modification.

This is a temporary measure. Malware and attacker 
techniques are constantly evolving. But if you choose 
this path, many commercial firewall, antivirus and 
endpoint protection solutions have released updates 
to address RagnarLocker.

Make sure yours are updated. Tighten controls over 
remote access via RDP, VPN, proxies and servers. 

Urge your key software suppliers to do the same and 
get them to report back. It is also worth refreshing 
your backup programme.

The better path is to implement “defence in depth” 
across land and sea. This is multi-layered, but a 
critical part of this is visibility and cyber security 
monitoring. Configure your cyber security 
monitoring tools to particularly hunt for:

• Indicators of unexpected remote access

• Suspicious activity in PowerShell logs

• Suspicious large data downloads

• Use of hypervisor/virtualisation software to detect
suspicious virtual machines

• Persistent data leakage to unexpected IP addresses

Be prepared that this could add to your team’s 
workload to interpret the suspicious events. But 
accept that this is a critical approach to systematically 
mitigating the risks of exploiting the vulnerabilities in 
your systems. An intelligent security analytics system 
can take some heavy lifting through automated 
aggregation and correlation. You may also choose to 
get support from a managed security operations 
centre (SOC), enabling you to lean on experts who do 
this day in and day out.

The limited path will prevent RagnarLocker attacks 
until they evolve. The better path raises your overall 
cyber resilience.

You have a window of opportunity to make this 
choice while the sector is still wincing at the CMA 
CGM attack. And the business case is even clearer 
given the impending IMO 2021 deadline.

THE UK government is being urged to intervene in the 
ongoing dispute between owners and users of the port of 
Felixstowe amid significant congestion in recent weeks.

Freight forwarders have suffered operational 
damage and have incurred additional costs due to 
ongoing disruption, according to the British 
International Freight Association.

“There is a huge difference of opinion between 
the port’s users and its management over the causes 
of the less-than-satisfactory operational 
performance that continues to be experienced at 
Felixstowe,” said Robert Keen, the industry body’s 
director-general. “Our members say that the port 
authority is merely paying lip service to any 
inquiries they make.’’
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He said the situation was “unacceptable” from the 
owner of the UK’s busiest container port, which is 
marketed as the ‘Port of Britain’.

Mr Keen said the issues stemmed from 2018, when 
the port migrated its new in-house terminal 
operating system. Problems emerged with the port’s 
vehicle booking system which have created 
congestion issues, low productivity on the quay and 
staffing shortages.

“BIFA members have suffered from two years of 
poor service from the port, and we feel that there is 
a need for independent intervention by government 
to address the many issues faced by the port’s users,” 
he said.

Reports of congestion in Felixstowe, which is owned 
by Hong Kong-based port operator Hutchison, 
emerged last month when it said it was experiencing 
high landside demand off the back of a sharp spike 
in import container volumes, along with a high 
proportion of late vessel arrivals.

This led to the port struggling to process empties. A 
build-up of unshipped boxes forced frustrated 
forwarders to store containers off site.

French carrier CMA CGM responded by 
introducing port congestion surcharges due to the 
significant rise in operational costs at the 
Felixstowe terminal.

Freight forwarders expect other carriers to follow 
their lead by adding their own surcharges and fear 
the situation’s impact could spread to other UK 
ports.

Several services have been diverted to the UK’s 
other major box hubs, notably London Gateway or 
Southampton, where some forwarders have been 

advised by carriers to switch export bookings if 
possible.

Hutchison has since moved to increase the number 
of vehicle booking system slots to alleviate 
congestion, a measure it has been following closely 
in recent weeks.

Last week, the port noted how its decision to allow 
bookings to be made without a container associated 
with the booking had encouraged some hauliers to 
secure as many bookings as possible, irrespective of 
their actual need.

“They then return unwanted bookings at the last 
minute by which time they are of limited benefit to 
other firms,” it said in a note to customers.

That week 11,704 bookings were returned, and 6,679 
bookings were unused.

In addition to increasing the number of bookings 
available at both terminals, the port has also from 
yesterday (October 12) adopted a number of other 
measures to ensure as many of these bookings are 
fulfilled.

“We believe these changes will improve the 
efficiency and availability of the vehicle booking 
system and allow us to, collectively, provide a more 
reliable service to shippers using the port of 
Felixstowe.”

The changes and their impact will be subject to 
review in the coming weeks.

A spokesperson for BIFA said that congestion has 
eased in recent days, but operations were “nowhere 
near what is expected”.

Hutchison has been approached for comment.

IN OTHER NEWS
Globus buys kamsarmax after series 
of fundraisers
GLOBUS Maritime, the dry bulk 
carrier owner, has made its first 
market acquisition for several 
years.

The five-year old kamsarmax is set 
to become the company’s sixth 
and largest bulker when delivered 
during the current quarter.

Greece-based Globus said that it 
had agreed a price of $18.4m for 
the vessel, which was built by 
Hudong-Zhonghua Shipbuilding 
in 2015.

CMA CGM restores systems after 
cyber attack
CMA CGM’s online systems are 
fully operational again, two 
weeks after the world’s 

fourth-largest container line was 
hit by a cyber attack.

“The group’s e-commerce sites 
are once again live with all their 
main functionalities up and 
running,” a spokeswoman said in 
a statement. “Applications and 
essential functionalities are now 
operational and secured to offer 
CMA CGM Group customers the 
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level of service to which they are 
accustomed.

“All communications to and from 
CMA CGM are secure, including 
emails, transmitted files and 
electronic data interchanges.”

MOL bulker crew test positive for 
coronavirus
JAPAN’S Mitsui OSK Lines has 
reported a bout of coronavirus on 
board one of its bulkers.

MOL said seven of the 20 crew 
members on board the 2010-built 
Vega Dream have tested positive 
for the virus. The vessel, which is 
anchored off Port Hedland in 
northwestern Australia, arrived 
from the Philippines where it had 
been carrying out a crew change.

One of the infected crew is 
isolating at the Hedland Health 
Campus, while the remaining six, 
who are showing no symptoms, 
are isolated on board the vessel. 
The other crew members have 
tested negative.

Vessels wrecked in storms off 
Vietnam
STORMS off the coast of Vietnam 
during the weekend have claimed 
at least two ships, with the 1,076 
teu CMA CGM Jakarta running 
aground and suffering serious 
damage after breaking its tow.

Local cargo vessel Minh Nam 07, 
meanwhile, also ran aground 

during the same storm and 
started listing as strong winds 
battered it, leading the crew to 
abandon ship.

According to Lloyd’s List 
Intelligence, the 2002-built 
containership was being towed to 
a recycling yard in Alang when it 
broke loose from the tug which 
was towing it, and ran aground 
during stormy weather conditions 
off the eastern coast of Vietnam 
on October 9.

World’s largest LNG-fuelled 
containership on record voyage
THE world’s largest mega 
containership to run on liquefied 
natural gas is preparing to depart 
Singapore with a record load of 
boxed cargo bound for Europe.

CMA CGM’s newbuild 
containership, Jacques Saadé, 
will head to northern Europe and 
the Mediterranean with more 
than 21,000 teu of containers 
containing household goods, 
electronics, machinery and 
personal protective equipment.

CMA CGM Asia-Pacific’s chief 
executive Stephane Courquin 
touted this as a record-breaking 
voyage for a single sailing 
between Singapore and Europe.

China Merchants Port raises $600m 
in bond issue
CHINA Merchants Port has 
issued $600m of perpetual bonds 

on the Hong Kong Stock 
Exchange as the state-owned 
giant continues to seek 
opportunities for overseas 
expansion.

According to an exchange filing, 
$400m of the bonds carry an 
annual interest rate of 3.5% and 
are not redeemable for the first 
three years after the issuance.

The other tranche of $200m, with 
an interest rate of 3.875%, are 
unredeemable for five years.

Asahi Tanker green vessel orders go 
to Japanese yards
ASAHI Tanker has placed orders 
at two Japanese yards for the 
zero-emission, electric-powered 
bunker tankers, which it has 
committed to build under the e5 
Consortium.

The company said the lithium-ion 
battery powered vessels will be 
built at Koa Sangyou and Imura 
Zonsen shipyards and delivered 
by March 2022 and March 2023. 
Kawasaki Heavy Industries has 
been appointed the project’s 
systems integrator. No financial 
details were disclosed.

The two tankers will adopt the e5 
tanker design developed by e5 
Lab. They are due to go into 
service as bunker vessels in 
Tokyo Bay. Plans to build the 
vessels were first announced in 
March.

Classified notices follow
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